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What is a Digital Twin?  “digital equivalent to a physical product” 

2003 Michael Grieves at 
the University of Michigan 

Landed on Mars August 5, 2012



What is a Digital Twin?



OBJECTIVE

“Proof-o f-t e ch n o logy” p ro je ct
Eva lua te  the  bene fits, lim ita tions, and  tradeoffs tha t an  agency or 
agencies cou ld  expect when  using sim ila r technologies for asse t 
m anagem ent, m ain tenance , and  ope ra tions

• Location  and  u tility of IoT sensor types
• Ease  of da ta  re trieva l and  in te rp re ta tion  
• In tegra tion  of d ispara te  da ta  stream s
• Ability to  d raw in fe rences for m ain tenance  and  opera tions decisions



100 YEARS OF PIONEERING INNOVATION IN 
WASHINGTON STATE (4 of 20 floating bridges)

Homer Hadley (1885-1967)
Mercer Island Historical Socie ty 
© 2001

1921 – Idea for a concre te  pontoon bridge  first 
proposed, ridiculed as "Hadleys' Folly"

1940 – Lacey V. Murrow Floating Bridge  (rebuilt in 1993) 

1963 – Evergreen Point Floating Bridge  (SR520)

1961 – Hood Canal Floating Bridge  (rebuilt in 1982)

1989 – Homer M. Hadley Floating Bridge  (I-90)

2016 – New Evergreen Point Floating Bridge  (SR520)



SEATTLE 



HOMER M. HADLEY MEMORIAL BRIDGE

Courtesy: WSP USA

Fixed

Fixed

Floating

Lacey V. Murrow

Homer M. HadleyTransition span

> Complex piece  of infrastructure  with unique 
maintenance requirements and operational 
considerations. 

> New demands will be  imposed on the  35-year-old 
structure  by trains operating on the  new East Link 
light rail extension.



DIGITAL TWIN TECHNOLOGY



HOMER M. HADLEY MEMORIAL BRIDGE

Floating portion of bridge  restrained by 52 anchor cables 



ASSET MANAGEMENT – ANCHOR CABLE REPLACEMENT

In 2022, 38 anchor cables were  replaced at a cost of ~$9 million

Photos courtesy of WSDOT



Revised MEASUREMENT LOCATIONS

Freeboard loss
GPS position

Anchor cable  stre tch

5G wire less modemWind & weather



Timeline



Digital Twin Architecture, Cybersecurity Risks & Attack Surfaces



I-90 Twin Preliminary Project Architecture



INNOVATION AND PARTNERSHIPS



Cybersecurity 
Roadmap for 
Construction

http://cyber.be.uw.edu

http://cyber.be.uw.edu


Cy
be

rs
ec

ur
ity

 c
ul

tu
re

Pu
bl

ic
 P

ol
ic

y 
on

 P
riv

ac
y/

Se
cu

rit
y,

 E
ne

rg
y 

Po
lic

ie
s,

  C
od

es
 a

nd
 S

ta
nd

ar
ds

IoT m
arketplace: vendor products, security 
considerations, custom

er needs



Cy
be

rs
ec

ur
ity

 R
isk

s



ROADMAP NEEDS TO ADDRESS
CHALLENGES, STRATEGIES, AND RECOMMENDATIONS

Note: this research was funded by the National Science Foundation (NSF 
#1932769) SaTC: CORE: Medium: Knowledge Work and Coordination to 
Improve O&M and IT Collaboration to keep our Buildings Smart AND Secure. http://cyber.be.uw.edu

http://cyber.be.uw.edu


Roadmap needs to address

CHALLENGES
IT AND FACILITIES MANAGEMENT 
COLLABORATION
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CHALLENGES
IT AND FACILITIES MANAGEMENT 
COLLABORATION

STRATEGIES
CONSULT CYBERSECURITY AND FACILITIES 
PROFESSIONALS IN DESIGN REVIEW AND 
DECISION-MAKING

ESTABLISH PROCUREMENT VETTING COMMITTEES



Roadmap needs to address

CHALLENGES
IT AND FACILITIES MANAGEMENT 
COLLABORATION

STRATEGIES
CONSULT CYBERSECURITY AND FACILITIES 
PROFESSIONALS IN DESIGN REVIEW AND 
DECISION-MAKING

ESTABLISH PROCUREMENT VETTING COMMITTEES

RECOMMENDATIONS
IDENIFY IOT STAKEHOLDERS ACROSS THE LIFE CYCLE

UNDERSTAND IOT STAKEHOLDERS' NEEDS AND VALUES

ESTABLISH PROCESSES FOR STAKEHOLDER INPUT



Roadmap needs to address

CHALLENGES
LACK OF CLEAR OWNER 
CYBERSECURITY CRITERIA AND 
STANDARDS FOR PROCUREMENT 
PROCESSES, DATA GOVERNMENT, 
AND ROLES AND RESPONSIBILITIES 



Roadmap needs to address
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CREATE CLEAR OWNER CYBERSECURITY CRITERIA 
AND STANDARDS

INTEGRATE IT EXPERTS INTO PROCUREMENT 
TEAMS
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Roadmap needs to address

CHALLENGES STRATEGIES

RECOMMENDATIONS
INVEST IN MANUFACTURERS WITH HIGH CYBERSECURITY STANDARDS

INTEGRATE SECURITY AND GOVERNANCE INTO CONTRACTS AND DESIGN GUIDELINES

CONDUCT CYBERSECURITY REVIEWS DURING PROCUREMENT PROCESSES

CREATE CLEAR OWNER CYBERSECURITY CRITERIA 
AND STANDARDS

INTEGRATE IT EXPERTS INTO PROCUREMENT 
TEAMS

LACK OF CLEAR OWNER 
CYBERSECURITY CRITERIA AND 
STANDARDS FOR PROCUREMENT 
PROCESSES, DATA GOVERNMENT, 
AND ROLES AND RESPONSIBILITIES 



Roadmap needs to address

CHALLENGES
UNCLEAR NETWORK GOVERNANCE

CONFLICTS BETWEEN IT AND 
FACILITIES
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GOVERNANCE
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FACILITIES
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Roadmap needs to address

CHALLENGES STRATEGIES

RECOMMENDATIONS
ADDRESS DISCIPLINARY DIFFERENCES BETWEEN IT AND FACILITIES MANAGEMENT

CREATE SHARED GOVERNANCE BETWEEN IT AND FACILITIES MANAGEMENT

CLARIFY ROLES AND RESPOSIBILITIES IN IOT AND DIGITAL TWIN MANAGEMENT

IT AND FACILITIES COLLABORATE TO DEFINE 
GOVERNANCE

ROUTINE COLLABORATION BETWEEN IT AND 
FACILITIES

UNCLEAR NETWORK GOVERNANCE

CONFLICTS BETWEEN IT AND 
FACILITIES



Roadmap needs to address
Challenges, Strategies, and Recommendations

Note: this research was funded by the National Science Foundation (NSF 
#1932769) SaTC: CORE: Medium: Knowledge Work and Coordination to 
Improve O&M and IT Collaboration to keep our Buildings Smart AND Secure. http://cyber.be.uw.edu

http://cyber.be.uw.edu


Thank you!

Carrie Sturts Dossick
Cdossick@uw.edu
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